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An Image Encryption Algorithm Based on Multidimensional
Chaotic Systems in Spatial and Frequency Domain

ZHANG Shuo, CAI Ru-hua, CHEN Guang-xi
(School of Mathematics and Computational Science, Guilin University of Electronic Technology, Guilin 541004, China)

Abstract: This paper proposes an image encryption algorithm based on coupled Logistic chaotic map and Chen’s chaotic
attractor. Firstly, the low-frequency coefficients of the image wavelet decomposition are adjusted by the Logistic chaotic
sequence. Secondly, the image after the wavelet reconstruction is encrypted by the Chen’s chaotic system. To further en-
hance the encryption performance. The experimental results demonstrate that the encryption algorithm not only has a
large key space but also has a very sensitivity with respect to the secret key and the original image. The encryption algo-
rithm proposed in this paper possesses perfect diffusion and confusion properties and it can resist the various attacks.

Vol.27 No.7

Key words: coupled Logistic chaotic map; Chen system; wavelet transform; image encryption

1 5|8

T EGE B E2FE BN RERE S, HP
B Sma AR BRh B R (5 B & 28U BT 7 14
S5 BB BAAET G O 2 [ o 485 A A B
) mE LRAE R EHREELTIRER, 75
iy AN g 28 BRI T BAE BITR KL KK
ER MR, HARN AR AREAFBRBRANEAR —
S PR R B A T 4R 1 ) — oA o 4 5 1,
I A ARt 2 g AT A IR TRAT B B B 2
S % . B MR 4RI AT A IR TR )T 5 B AR
BATE X A R E RO BT FR/M, R

RS EHE: 2009 —-06-08; f&E BH#E: 2009 — 08 — 08

MEA IS B . A AL ERRETRSE
RERGEMBARESEMASZHEGMEEER.

AR IR R G A BV Bt )
BEGMRES B BURYE, I T —Ffp 2T
T Logistic B4 AT Chen R 4t B 4 BUTR 16 7 51
XoF B AT /N 380 R0 23 B A 8, AT fn 2% 1 6B
BB — PRI .

2 BN REEE

2.1 % Logistic iR Rt
i —4E Logistic B8t , v PAE X — 4 Logistic 1E
m%%[s]ﬁﬂ:

EEWMA: BEX ARBEESTHE (10871217) ;) VIR HE /T 3 4 % BT H (2006071.X010,200807LX112) ;)i R fl2E 3 4

B H (0731018)



78

BB, % . — RIS SRS B I S AR TR G RN T R 61

{xm = 4z, (1 = z,) + g1(20> ) n
Yur1 = A2y (1 = 3,) + 82( 20 ya)
KH, g1 Zill g2 BHET, Al LB B FP IG5 - BP g1 =
Yy, Mgy = Yz, —KBE, B H g, = g2 =
Az, BISTER K ABRA T, RA—KBATIERXK
T # Logistic Bt A 1RG5 , BLST #TE R
Zpr1 = dpyz, (1 — x,) + ¥yn
{ym = dpoy, (1 = y,) + 7z, @
REFFFIR A DRER S 1 oy E.
Yy =01, = p, = 0.90, BHEHRBIN -4
Logistic BLET B K Lyapuonv $§%(:4 = 0.11 > 0,
KU FIRMERE, STE RN RoAHE
3.
2.2 ZH Chen &%
HRENZHARARGEN, Hah ¥ a5
H
;.c =a(y—x)
3';: (¢ —a)x —xz+cy (3)

éz xy — bz
TR, YBHBE N a = 35,6 =3,c =
28 &f , REGA —MRMR S, A 1 fos.

B 1 Chen RZEMBSIF

R IG5, 00 PUBY Rung-Kutta 32{CERIFE
A ) = HEIRYE P 5 = R R B B A AR UK. B
ZIRERSARMREMFIRALUTRA: —BF
GHEMBRERGEE I, REA BN EHE P E
AL R 7 G B SR TR Y B AT AL
A LA R R ER 2 B A I RS,
B mMEFIBOHER RTE; B2 REWPEM
RESHETUAER E BN ERIEM R 5 4H, &
Bt B EIA R G A R, InFE RSN S
23 [HPR R K TR4E IR R 4.

3 mMEBEARE
 2(a) BisRimss A m . SRR T /D
Hm X n,I1(i,j) HBE(G,j) EHIKEEE,

B :é)lél(i,j) (4)

i=1j=

K, B EREGFAREKEMEM R
eI4E 248 B (o1 — #1ogistic R IR
=81 | = e 91 i ARE
(o (b 16 A7
[ ﬁj)\ﬁg]——‘ X?IﬁDWTJ—giE&IDWT ]
H1TA: B B (= hChen R % (
=42 | 2 Y7 51

@ mEIR

[ 88 b2 = 4#ChenE

3
(IDDWT

KR BW
® HIDWT
HLogisticR &
[ﬁ%ﬁﬁlk”+ 7= 2 I 5 LR

) RE LR

B2 BgnESBRERE

3.1 mEiEE

BAEEBWT .

Stepl : i & 4k Logistic TR A¥ME , B B3
— X HAE Y, A RIBTE RS, N EER E(n)
B AT AT -
4 0< 2(i)<<0.5,0< y(i)<<0.5
1 0< 2(i)<<0.5,0.5< y(i) <1
-1 0.5< 2(i)<1,0< y(i)<0.5
2 0.5<2(i)<1,0.5< y(i) <1

(5)

Step2 : PR/ ERE W AT IREMR T #H1TR /)
B o, AR E(n) F/PBARSR REUE S
I, SRR T AR E A AR

Step3 B G IRMARKH S HAM P EH R
B /Mg EREG I, N T 'R
18 B FRRGE—25 iR (8 — b B 2 R AR
HEEHFLL 255 BIREE M KEL R 0 ~ 255);

Stepd: 44t =4 Chen B R G WE {21,515
21, EEZHBERS (m < n + 1 000),&5455
#2501 000/, BHSFIE 1001 ZH(m X n
+1000) f9dk m X n 8, 3B FERHA 2],
{yCGE Rtz ()} H,i =1,2,3,,m X n;

E(n) =



62 L TESITE

2010 4

Step5: IRMFF p (1) BFIER, WUFBER I +
B— R (BANFSH ), BRI RIR 1R,
®1 BEFIIMEY

mod(7,3) p(i)
0 mod(floor(z () * 10-10),256)
1 mod(floor( y(i) * 10110),256)
2 mod(floor(z(7) * 10-10),256)

Stepo: FIEIR I' BRI  MERAKKEMES
PRI S p (0) (EBEATHE BB A0 SR AR,
BEMEGEWERRE, BE LR, ABIA R
RRmEsese, MEsmERg 17

MBI JT R M BERAT T, EINE RS
X R U, X T B U ARTE Stepl FBAEE
B — 5 B BURE (B R /D B8 ARUR . A TR X —
SR MR BT REME L. i

C = >, > round(I(i,)? + By)?)mod256

(6)
C = mod(C,256) /256 (7)
SBIFHEM R RN RE 21, y1, 21 FITEBE,
@8z = 21+ Coyn = 31+ C,2pn = 2 + Cl,
4 Chen RGAE UG BIBIMEL, X AEXT MG ABAN 15 ) 22
FRSBEAFRMEEREME, SRS T3
FHMAT T BB, Tl TR B AU,
DR MR 2 5 B 6 B S R R
3.2 WBEIRE
H & 2(b) RIANEE SRR B Rl %EH 2 £ R
YR F T N BT S R e AL B,
BENREZ G ST/ 5%, BUET AR 48 %5 4
1 A B 4 Logistic BIE 754 B BB D(n):
1/4 0< 2(i)<<0.5,0< (i) <0.5
D(n) = 1 0< 2(i)<<0.5,0.5< y(i)y<1
-1 0.5< z2(i)<1,0< y(i)<0.5
12 0.5< 2(i)<<1,0.5< y(i) <1
(8)
Bl D(n) MMEFRBOHITRE, B )5 St /N gk
A Y R . LR R T R N R T 3 a
7,2 nEPHEERER, XM LIERER
BRI
AEEARIGE AR 8 S K BB IS, & %
E % h RGBER , ME MR E AW R.G.B=E1Mr&E
Ay SUSEAT N , REAE i B el st B A B84

4 (HERBEREHITH
T A P — 8 256 X 256 BIPRUE Lena BRIER

R EMR R A Eak xR B TN g , i R
1E#E Haar /DX R EGRHET/NE &, B TR R
B ERARNERE LERR, g %
Logistic BLETXHEM R EGHTRB B ESHK. BE
T By & et BRI — BRI R SRR OB
FrUE. BUA LA JL7 T AT 22 £ P Hr
4.1 IEEERIENSHT

FEAS H sl i BN % o, ¥ 071 25 MISE B # i
B 5t PSNR 214 BN & ) — I E B R,
BRI RE KR m X n, BALGE N 0 ~ 255 BRI
fGL,g), BEH g(i,;). K

m~1 n-1

MSE = (_Ej) Z:,](f(i,j) ~-g(i,j)¥)/m X n
(9)
PSNR(dB) = 10lg 1%/1555; (10)

v PR AR A5 T L o 1080 435 A5 et L P — Bk
TTEIIEAT, W o] 15 21 % 7% BR 55 IR B i i (B 5
L PSNR = 99.102 9, HL AT LIE H , ZWIF M 5 F
MIEM 45 3R —20, HEsBRLT .

4.2 B3 /RAXBBRHESH

B 3(a) MIEE, B 3(b) Ffi(c) 4 5% p A R
FE—-TMBREAENHMEERR, () AHEEHA
6], (e) MIEBREE WER, (f) BB R AEM/IME
ZEBT, B4 2o =— 3.000 000 000 000 1,y, =
2,z¢ = 10 B, KGR ER, 7T LLE % X 2%
S FIHA SO L S R U

(@) (b)

() 7 (e
E3 BEgnER@MELER

4.3 (EREHSH
B84 H(m) RRBYSHROTEHEER, A8
H(m) = Z;P(mi)logzﬁ (11)

BEALH) P(m;) FRfS m; KR B—1



78

WA, % —Fhzs %iﬁ,nnﬂﬁzfﬁzﬁ?fﬁ%’:%l&%ﬁﬂﬁﬁﬁ 63

BHREFS 22 M5 RUSHM R BB, Uk
[5-6] A1, Z S BB H(m) = 8, Bl T—
ANEIE R FEHLE TR

WA 5 E Ay 9 5 SC#k [5-6] M AR, 2R B
ASCH EHE R E B E I e 8, B iR
T B E 4 HE R A RN s, W& 2.
2 EEAMRLR
SCER(S) Skl 6] A3

7.933 8 7.996 8 7.9977

M %

4.4 BIXHHHESH

A 4 BT SCIH K BB T 58
i AR R S T SO A L, v B SUR RN
Gl BT O EA KR, HE Xz Egsit i

250
200

MR R /DN, RO N REBERRBETRRES
THHITGE .
4.5 EHWESH

R — R 2R # BB ok 8 ST R WALE R AR
ZHH B3 R NPCR M8 (k5 35 o0 A48 538 &
UACI) 2B SCEHMR Cy A Cy 43 5% BEA AU —
MERAFBFISC, EXEED 5C M C, Bf
MR, % Ci(i,5) = C(i,j) B,D(,j5) = 1;

®zZ,D(i,j) =0
NPCR = Win ZD(Z i) x100%  (12)
l Ci(i,j)— Cyli,j) |
UACT = 3 H[Z 255 Ix
100% (13)

K, W HH 2588 RED MM SE. L Lena B
FIMELE RN C, UETBRE (WEBE —-TMER
FIIKEE) #) Lena BRMINE LR A C,, @1 E
#53| NPCR = 0.402 83% ,UACI = 33.513% ,iX—
RFHX REE R HTR/ NSRS BUNEE
AR, BOME T R EE BRI ES
Yititess.
4.6 FHMBGERHEXHE

SR g 4% A R B A SRR R AR DG, TRFE LA
FER AR 1024 STHHEPERE OKYE, BEHEXTMA) . B
PESCHRT 7] AT EAHSB R EH LR

Yoy = cov(z,3) /(v D(x) v/ D()) (14)
K,z fly 5 RSP B R IKEE, cov(x, y)
Hx 5y WhE,D(z).D(y) 3510 =,y KR
H2.

B 5 4rplERas T IR B A E K OF (I B AT

(b) % B K FE = 4 P FA 7 TR AR E A
B4 BIXMEXNRKE=4HHE
m 250 & 250
’g 200 & 200
g 150 ﬁ 150
= 100 i 100
L 50 T OSOF 3
R L T 9 P J% ) N
0 50 100150 200 250 0 50 100150 200 250 0 50 100150 200 250
Aoy)Rt KR R E ARk 0 % A AapitmREE
(2) FE AT O FEEY (c) R £
] m am
" " ™
& & o
= = =
& & & 200
7 T T 1s0f:
> > > 100[:
+ + . + < X
‘5, 0 PR PtV I 5’ 0 St = 0 S I
% 00 35 00150200250300 % %056 100150200250300 & O RGTEo T30 5805 50 300
REEHRERE ROy BREE Rx )b
(e) EEAF OEEEH (2) EEX M

5 BEsEfEEHEXY



64 Bt T 5 AL

2010 4E

X 3W4r P T % BB =Ry 1 BT Bl
HXA. BENPHESRROHXABEIET 0,
SRR EEARMK, WU E MG C 8
P REIREVLIEE T . e B 3 5 BT A S

I REFFBRE LT CER(8].
*£3 FRANEENAHESHBENEXHE
p 0] R I XHR8]
KT 1] 0.9517 —-0.0012 -0.015 89
EHHFM 0.968 0 -0.0050 - 0.065 38
X3 £ 75 v 0.924 4 -0.0022 -0.032 31

4.7 EBHZESH

XKTFHBEEMBS, A TEENEHI K =
(W,R,B,z"0,5 0,711,442, %1,¥1,21,C), W 5
TR/ INEL , 9/ INBE 53 F BB, TNl 4k Logistic BR
SHOFIE . B H BB WA TR, A
FARA AL - HWR T R 4 WP E B # 3]
INBCE R 14 B BRI R SRR T
Logistic S 7= A2 TR I 51, 6 I Bk A7 /B 3
K%, B TR RER AR RN L 2RETERE, %
Pz R (0,1) ZIE A SZE, b a] WA v
Rz IR # K, BT LA ROt NN B S R s

5 &RiE

WISRME R AR5 RES B REUR
ML B O BE LA A s, BUES & — 4 Logistic Bt
511 Chen REE, th A BRI FF 51, % BB IEFT /1N
ez L AN, SRR T R4EIR PE R S0 A T AR
A R LA B AR B L R R ORI R, R
T /B R BOIR T R B 0, () A A 2 U b AT
TRMFFISSmE, U Al RV #E RS R
USR5 A ({5 W L, LU R I % B R =
BEILFHSER S50, WL BA RIF BT B

WELYE , FFE BRI R A, T R Rk — 2k
By AT AT LA M S S A R, HE B
B BT, EAZRKR, A BREHAERS
BLEFRY SRt

SEM:

(1] gk, B R, RAMG, . B TFRES /N EERME .

BomEH L] R T 535, 2007,24(12) :6 - 8.

[2] Gao T, Chen Z. A new image encryption algorithm based
on hyper — chaos[J]. Physics Letters, 2008(a372): 394 —
400.

[3] BT, R . 4 Logistic Bt P IR 5208 890
)] P EERER M, 1999(4):340 - 344.

[4] Chen G, Ueta T. Yet another chaotic attractor[J]. Int.
J. of Bifur. Chaos, 1999(9) :1465 — 1466.

[5]1 s, BARY. ETBEMFNMBEFEGMERE
(J]. 30 72 51 8L, 2008,25(3) :4 - 7.

[6] Behnia S. A novel algorithm for image encryption based on
mixture of chaotic maps[]J]. Chaos, Solitons & Fractals,
2008, 35(2):408 —419.

[7] Chen G, Mao Y, Chui C K. A symmetric image encryp-
tion scheme based on 3D chaotic cat maps{]J]. Chaocs, Soli-
tons & Fractals, 2004, 21(3):749—761.

[8] Gao H]J, Zhang Y S, Liang S Y, et al. A new chaotic al-
gorithm for image encryption[J]. Chaos, Solitons & Frac-
tals, 2006, 29(5):393 —399.

EEEA:

I M JB,(1983- ), WiWESA . BRSO /M AT B
HA BREREE.

g F,1971-), BI B, WA, BFRF H R/
Wb BN

BREE 5B,(1971-), 184 RIS A S0 5T A
JHEVRAE SRS ERRE.



